
SOCIAL MEDIA
POLICY

Reviewed By Date March 2020

Reviewed By Trust Board Date

Approved By Trust Board Date

Next Review Due



SOCIAL MEDIA POLICY
Page 2

SOCIAL MEDIA POLICY

CONTENTS            PAGE

1.0 Introduction           3

2.0 Responsibility and Accountability        4

3.0 When Using Social Media at any Time       5

4.0 When Using Social Media on Behalf of the School      6
 
5.0 When Using Social Media as Part of Working With Students    7

6.0 When Using Social Media in Employees’ Wider Professional Life    7

7.0 When Using Social Media in Employees’ Personal Life     7

8.0 Personal Use of Social Media at School       8

9.0 Excessive Use of Social Media at School       9

10.0 Monitoring Use of Social Media on School Equipment     9

11.0 Disciplinary Action Over Social Media Use       9

12.0 If you have any Concerns         10

13.0 Links with Other Policies         10

This policy does not form part of the contract of employment and may be amended from time to time.
The School reserves the right to depart from it as appropriate to individual circumstances, whilst always 

taking account of the ACAS Code of Conduct.



1.0          INTRODUCTION 

The widespread availability of use of social media applications bring opportunities to 
understand, engage and communicate in new and exciting ways. We actively encourage the 
responsible use of social media. It is important that we are able to use these technologies and 
services effectively and flexibly. Responsible use of social media can be positive for learning 
and teaching. It can also be personally enjoyable and beneficial. However, it is important to 
ensure that we balance this with our duties to our school and the Trust, our legal responsibilities 
and our reputation.

This policy will make clear what standards are expected of anyone who works for the school 
and uses social media as well as what actions may be taken when it is considered a member of 
employees may have breached this policy.

Within this policy there is a distinction between use of school-sanctioned social media for 
professional educational purposes, and personal use of social media.

This policy applies to all employees use of social media, including:

• on behalf of the school;
• as part of their work directly with students
• in their wider professional lives; and
• in their personal lives.

NB: This policy does not seek to regulate how staff use social media in a purely private capacity, 
provided that use has no bearing on the Trust and the school or its activities.

The purpose of this policy is to;

a. clarify what the school considers to be appropriate and inappropriate use of social 
networking by employees;

b. encourage social networking to be used in a beneficial and positive way;
c. safeguard employees, students, parents and members of the public from abuse through 

social networking;
d. safeguard the reputation of the Trust, all schools across the Trust, other organisations 

and employers from unwarranted abuse through social networking
e. set out the procedures that will be followed where it is considered that employees have 

inappropriately or unlawfully used social networking; and
f. Protect from legal risks

DEFINITIONS

Social networking applications include, but are not limited to: Blogs, Online discussion forums, 
Collaborative spaces, Media sharing services, ‘Microblogging’ applications, and online gaming 
environments. Examples include Twitter, Facebook, Windows Live Messenger, YouTube, 
Flickr, Xbox Live, Blogger, Tumblr, Last.fm, and comment streams on public websites such as 
newspaper site.   

Many of the principles of this policy also apply to other types of online presence such as virtual 
worlds. 
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         RESPONSIBILITY AND ACCOUNTABILITY

All members of staff should bear in mind that information they share through social networking 
applications, even if they are on private spaces, are still subject to copyright, data protection 
and Freedom of Information legislation, the Safeguarding Vulnerable Groups Act 2006 and 
other legislation. They must also operate in line with the policy and guidance in the Acceptable 
Use Policy. 

HEADTEACHERS OR PRINCIPALS

2.1  Should ensure that all existing and new employees (through the induction process) 
are trained and become familiar with this policy and its relationship to the school’s 
standards, policies and guidance on the use of ICT and E-safety.

2.2  Should provide opportunities to discuss appropriate social networking use by employees 
on a regular basis and ensure that any queries raised are resolved swiftly.

2.3  Must ensure that any allegations raised in respect of access to social networking sites 
are investigated promptly and appropriately, in accordance with the school’s Disciplinary 
Policy, Code of Conduct and the Acceptable Use Policy.

2.4  Should ensure there is a system in place for regular monitoring.

SCHOOL EMPLOYEES

Employees of the Trust are ambassadors for the service they provide and should be aware that 
any serious misconduct or criminal offences committed during or outside working hours which 
could bring the Trust into disrepute may result in disciplinary action being considered.

2.5  Should ensure that they are familiar with the contents of this policy and its relationship 
to the school’s standards, policies and guidance on the use of ICT and e-safety’

2.6  Should raise any queries or areas of concern they have relating to the use of social 
networking sites and interpretation of this policy – with their Line Manager in the first 
instance; and

2.7  Must comply with this policy where specific activities or conduct is prohibited.

2.8  Should ensure that confidential information about the Trust or school is not revealed in 
online postings.  This might include revealing information relating to the school, business 
plans, policies, employees, contractors, financial information or internal discussions.  This 
list is not exhaustive and you should think carefully before making any postings.  Please 
consult your Line Manager if you are unclear about what might be deemed confidential.

2.9  Employees should ensure that the Trust its students or employees or not criticised or 
embarrassed in a public forum (including any website), whether in jest or otherwise.  You 
should respect the reputation of the school and the privacy and feelings of others at 
all times.  If you have a genuine complaint to make about a colleague, you should raise 
the matter via your Line Manager using the Grievance Policy.  If you have a concern or 
criticism about the school and its practices you should raise this via your Headteacher 
and/or CEO. 

2.0



         WHEN USING SOCIAL MEDIA AT ANY TIME 

3.1 Employees must not place a child at risk of harm.

3.2  Employees must follow statutory and Trust’s safeguarding procedures at all times when 
using social media.

3.3  Employees must report all situations where any child is at potential risk by using relevant 
statutory and Trust child protection procedures.

3.4  Employees must not allow their use of social media to affect their ability to do their job 
in any way.

3.5  Social media relationships must be declared with other personal relationships or interests 
whenever necessary or appropriate.

3.6  Employees should not accept and/or invite students of any age, ex students under the 
age of 18 or parents to be friends on personal social media accounts or other online 
services.

3.7  Employees must maintain the reputation of the Trust, its employees, its students, its 
parents, its governors, its wider community and their employers.

3.8 Employees must not contribute to or access any social media content which is illegal,   
 discriminatory, sexual, or otherwise offensive when linked in any way to the Trust
 or school. This link could be, as examples, by identification with the school, during
 the working day, on school premises or when using school equipment. Such behaviour
 may also result in criminal proceedings.
 
3.9  Employees must recognise that contributing or accessing any social media content 

which is illegal, discriminatory, sexual or otherwise offensive during personal use could 
lead to damage to their professional reputation or damage to the reputation of the Trust 
or school.

 This damage would breach the social media policy, such behaviours may also result   
 in concerns being referred to the police, Local Safeguarding Children Board, Independent  
 Safeguarding Authority and other external agencies which may result in criminal
 proceedings.

3.10  Employees must not use social media to criticise or insult or make defamatory or 
disparaging statements about the Trust or school, its employees, its students, its parents, 
its governors or its wider community.

3.11 Employees should be aware that there are other, more appropriate, methods of raising  

3.0

SCHOOL GOVERNORS

2.10  Will review this policy and its application annually (or more frequently as required); and

2.11  Should ensure that their own behaviour is in line with that expected – as outlined in the 
governors’ code of conduct and in accordance with this policy.
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   WHEN USING SOCIAL MEDIA ON BEHALF OF 
THE SCHOOL 

Some Trusts use social media as a communications channel for their schools and to engage 
with their wider community.

4.1  Employees must be given explicit permission to use social media on behalf of their 
school by a school leader.

4.2  These employees must follow all related policy when acting on behalf of the school.

4.3  Employees must have separate user accounts for school use of social media.

4.0

 valid concerns about their school and its employees (Complaints Policy).

3.12  Employees must not use social media to harass, bully or intimidate any student, parent, 
or employee, governor or other member of the wider school community.

3.13  Employees must not breach Trust confidentiality

3.14  School employees must follow their school data protection responsibilities when using 
social media and not breach our GDPR Policy, our internet, email and communications, 
information security and/or whistleblowing policies.

3.15  Employees must not reveal any private or confidential Trust or school matters when 
using any social media.

3.16 Employees are responsible for their actions (and its consequences) whenever they use  
 social media.

3.17 Employees are personally responsible for all their social media content.

3.18 Employees must understand that social media offers no guarantee of privacy and that  
 any content they produce can be shared more widely by others. An employees’
 professional reputation or the reputation of the Trust or school could be damaged
 by content, perhaps which was intended to be private, being shared more widely than
 intended. Employees should review the content of their personal social medial accounts
 on a regular basis and delete anything that could reflect negatively on them in a
 professional capacity or the Trust or the school.

3.19  Employees would still be held personally responsible for any consequential breach of this 
policy as they were responsible for producing the original content.

3.20  Employees are responsible for the configuration and use of any personal social media 
accounts they have. They are personally responsible for determining the level of security 
and privacy of all their social media content.

 
 3.2.1 Employees must raise all doubts, questions and concerns related to social media  
  with school leaders. Employees must seek advice from their Line Manager if they
  are not sure if any particular use of social media (or a related action) is    
  appropriate or would potentially breach this policy. Employees cannot rely
  on their ignorance or lack of knowledge to defend any breach of this policy.



   WHEN USING SOCIAL MEDIA AS PART OF 
WORKING WITH STUDENTS 

The Trust actively encourages schools to use social media to engage with their own students to 
support learning.

5.1  Employees must ensure that all social media use when working with students is 
sanctioned by the Trust; only uses explicitly agreed social media; and, follows agreed 
policies and procedures.

5.0

   WHEN USING SOCIAL MEDIA IN EMPLOYEES’ 
WIDER PROFESSIONAL LIFE

Social media is a useful tool for engaging and collaborating with the wider education 
community.

6.1  Employees must be clear that their social media content is personal and not endorsed or 
supported by their school.

6.2  Employees can identify their school where appropriate but cannot use account names, 
school branding or anything else that could imply that the content is official school 
content.

6.3  Employees must be particularly careful to not reveal any details of employees, students, 
parents or other members of the school community that make it possible to identify any 
individuals.

6.4  Employees must use appropriate behaviour and language at all times. As a guide, this 
should be similar to that which would be used when taking part in a face-to-face meeting 
with other education professionals.

6.0

   WHEN USING SOCIAL MEDIA IN EMPLOYEES’ 
WIDER PERSONAL LIFE

Personal opinions should not be stated in blogs relating to official business.  If a personal blog 
clearly identifies that you work for the school, and you express any idea or opinion, then you 
should add a disclaimer such as ‘these are my own personal views and not those of the school’.  
Please note that this does not preclude the Trust from taking action in cases it considers 
misconduct.

7.1  The personal use of social media must neither interfere with an employees’ ability to 
maintain their professional reputation nor impact on the reputation of the Trust or 
school.

7.2  Employees must take all reasonable steps to ensure the proper separation of their 
professional and personal lives. 

7.0

4.4  Employees must not use school social media for any personal discussions or for any 
individual personal matters even if initiated by other members of the school community. 
Users must be directed to more appropriate communication channels.
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7.3  Employees must not use school social networking accounts for personal content.

7.4  Employees must respect the wishes and privacy of any other members of their school 
community with whom they have personal social media contact.

7.5  Employees must not use personal social media with any student with whom they solely 
have, or have had, an employee/student relationship. This includes ex-students until they 
reach the age of 18 or until they have left their formal education.

7.6  School employees can have social media contact with students or ex-students where 
other appropriate relationships exist. As examples, a student who is also a family 
member or a family friend. These relationships must be open and transparent. The 
employee can report these social media relationships to senior leaders for their own 
protection.

7.7  Employees must retain any communications to students or ex-students rejecting 
any approaches made on social media and ensure that they are professional in tone. 
Employees must also consider reporting these to senior leaders to ensure transparency.

7.8  Employees must not use personal social media with anyone with whom they solely have 
an employee/parent relationship.

7.9  Employees at schools can often have more complex relationships than just being an 
employee or a parent. As examples, employees can also be parents (of students at the 
school), in relationships or have friendships with other employees or parents; or also 
governors. Any member of employees can report any social media relationships to senior 
leaders for their own protection.

7.10  Employees must make sure that their personal social media activities take into account 
who they have social media relationships with – particularly any other members of school 
community – and moderate their social media behaviour accordingly.

         PERSONAL USE OF SOCIAL MEDIA AT SCHOOL 

8.1  School employees can make reasonable personal use of social media during the working 
day or while at their school. This must not interfere with any work activities.

8.2  Employees can only use social media when no students are present and during breaks or 
non-directed time.

8.3  Employees can use school devices where social media sites can be accessed using 
school systems. This use must also follow the Trust Acceptable Use Policy.

 There is no obligation on the Trust to make social media sites available to employees.

8.4  Employees can only use personal devices with social media while at their school where 
the use of personal devices is allowed by the school. Again, this use must still follow the 
school’s Acceptable Use Policy.

8.0



         EXCESSIVE USE OF SOCIAL MEDIA AT SCHOOL 

9.1  Employees must not spend an excessive amount of time while at the school on personal 
use of social media. They must ensure that use of social media does not interfere with 
their duties.

9.0

      MONITORING USE OF SOCIAL MEDIA ON 
SCHOOL EQUIPMENT

10.1  The school reserves the right to monitor all employee’s internet use, including when 
employees are making personal use of social media, on any school systems or 
equipment. Misuse of social media – even personal use – on school equipment is a breach 
of the Trust’s Acceptable Use Policy (see policy).

10.0

      DISCIPLINARY ACTION OVER SOCIAL MEDIA 
USE

The accessing or distribution of offensive, illegal or unsuitable material is unacceptable and 
subject to disciplinary action and/or prosecution.

Offensive material is anything which is abusive, intimidating, malicious or insulting.  The 
persistent abuse of power, or the belittling of someone, either in public or private, which makes 
them feel upset, threatened, humiliated, vulnerable or undermines their self-confidence, through 
the use of Information Technology is unacceptable and will be deemed to be harassment and 
bullying (See Harassment and Bullying Policy).    

11.1  All employees are required to adhere to this policy. Employees should note that any 
breaches of this policy may lead to disciplinary action. Serious breaches of this policy, for 
example incidents of harassment and bullying (see policy) of colleagues or social media 
activity causing serious damage to the Trust or school, may constitute gross misconduct 
and lead to summary dismissal (see Disciplinary Policy).

11.2  Similarly, where there is a serious breach of this policy, action may be taken in respect of 
other members of staff not employees (volunteers) which may result in the termination 
of their appointment or may result in their termination from the association of the Trust.

11.3  The Headteacher should take advice from Trust HR provider before considering 
disciplinary action.

11.0
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     IF YOU HAVE ANY CONCERNS 

12.1  When using social media, you may have a concern about what you are seeing or being 
told by another user which has safeguarding implications or may cause harm to the 
reputation of the Trust or school and/or its community. If you have any such concerns 
you must contact the Headteacher, the named designated safeguarding lead contact in 
school, or Trust HR provider for advice. 

12.2  If a member of employees becomes aware that a student (or group of students) or 
parent has made inappropriate/insulting/threatening comments about them, or other 
employees on a social networking site; then they should report this to the Headteacher 
so that the appropriate process can be followed and support can be offered to the 
employee.

12.0

    LINKS WITH OTHER POLICIES

This policy links with our policies on:

• Acceptable Use Policy
• Disciplinary Policy
• Code of Conduct Policy
• Use of ICT and e-safety Policy
• Harassment and Bullying Policy
• Grievance Policy
• Complaints Policy
• GDPR Policy
• Safeguarding Policy

13.0


